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E-MAIL-SICHERHEIT MADE IN GERMANY

Raymond Gannon ISP Account Manager
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The company

- eleven GmbH, established in 2001 In
Berlin, Germany

- E-Mail security services & solutions

- Primary products
— eXpurgate
e Spamfilter & email categorization service
— enSurance
« Email Firewall for ISP and large enterprise

- Serving more than 20 000 business
worldwide

- 350 Million Mails per day!
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Some references

_JAIR-BERLIN % AM @ O SRE——

- freenet € [fLBB
DATEV GEMA

NOKIA SAB @ T/'j':‘fl\\
Connecting People Sichsische AufbauBank SENDMAIL. ransrapid International
TobitSoftware T - -Online- vodafone wWall
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E-mail traffic development 08703 - 12/05
(typical German blue chip /7 100 000 accounts)
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Mailtypenverteilung auf Tage {(Mailanzahl)
Stand: 20,1.2006 13:37:47

Span
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Suzpect

Clean
Dangerous.Virus
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E-mail traffic development 2006

(typical (®®Eman blue chip /7 100 000 accounts)
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Mailtypenverteilung auf Tage {(Mailanzahl)}

Stand: 2.,9.2007 22:15:26
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Slide 5

RR1 wie hat sich der clean anteil von 2003 bis ende 2006 im vergleich zum spam-anteil entwickelt
Robert Rothe, 04/09/2007
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Increase of Spam 2006
entire eXpurgate traffic, 01.01.2006 — 31.12.2006
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Up to 63 GB E-Mall trash daily

blue chip company, 01.01.2006 - 12.08.2007
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Actual Spam Proportion: 89 2 Spam

Large Enterprise 08/07

Mailtypenverteilung gesamt {Mailanzahl)
Stand: 3.8.2007 15:52:5%/

O Clean
[83.395.945)

B Spam
924 . 5333.09682

B EBulk
(15,610,035

B Andere
(21377 .d1d)
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Technical characteristics of spam filters

- Recognition rate
— How many spam mails are detected as spam?

- False Positive Rate
— How many “clean” e-mails are sorted out erroneously?

- Speed/performance
— How many mails/sec. per server?

- Privacy
— What data is transmitted by the filter?

- Administration
— How much maintenance is needed to keep the filter up-and-running?
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New Spam variations

- 2004 spam containing text and images
- mid 2005 Increase of "Image spam” (inline)
- end 2005 start of randomized image Spam
- April 2006 peak of sliced images

- June 2007 new: container spam | (PDF)

- July 2007 new: container spam Il (ZIP, etc.)
- October 2007 new: mp3 spam
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Latest spam trend.

- First container format: PDF
- 1st occurence: June, 2007

- PDF container can carry:
— images, graphics, drawings
— text
— combinations of the above

- Distributed primarily via Botnets

container

- Peaking at up to 30% of the entire botnet traffic

- Powerful format !

eleven - Gesellschaft zur Entwicklung und Vermarktung von Netzwerktechnologien mbH



EEREENFTIREREREN
II=IF ;IIIIIIII

il 1
=l‘ n-li.llll

EEEEF LANF TRERENREEE Ik
F JENRESERERanar NI
-=udllf” TRERGANE

k. YERF JRNDRENERE
T | I T T LA | ejleven
LTI | T ERENEL.  omsnr NN
PLLLLL L Lt JHERT Ll "HEEENEL "Raw

14 JANREPETT 4 JANNREERERN! "IRNEENL. L ANREER
4INERE ~=uamEPF dlREm==" iANEER""ANENEREEF

Container spam Il /7 zip-Spam

- Next container format: ZIP
- 1st occurence July, 2007

= zip container can include any document:
— pdf, txt, xIs (sometimes used as container itself)

- Lasted not even three weeks ("too many clicks")
- Similar containers were tried ("arj"”, "rar", ..)
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Number of different sender by IP

Comparison July 2006 vs. August 2007

July 2006

August 2007
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Lifespan of sender IP (August 2007)

90 %0 of all sender IP-addresses are active for less than a day !
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eXpurgate’

Spam filter and e-mail categorisation service
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The eXpurgate checksum

Dear Peter Rogers,

It is a good reason for online rx refill -- get cheap meds ordered online.
There are more meds offfered by internet pharmacy now.

With over 600 meds online for pain relief, sexual health, depression,

the pharmacy can provide expedite service for more customers now.

Enjoy low prices though prescription medicine prices are skyrocketing!
<http://Ggfy.Hg.havecostlow.com/
?Sxbp6tsxKuo9Mtj1Ck988282Dyqr&5624830x>

sdfkj Kijs fkj k kisiodf oi jiasjl ,em ks kisdf Ikjioej Iksjf Iksdjf I5asfj 6! k]
asldkfj kdfj nv akjdf kjsdfh lksjhf jh

anxiety, sleeping aids, men's health, women's health and heart disease,

Dear Linda Smith,

It is a good reason for online rx refill -- get cheap meds ordered online.
There are more meds offfered by internet pharmacy now.

With over 600 meds online for pain relief, sexual health, depression,
anxiety, sleeping aids, men's health, women's health and heart disease,
the pharmacy can provide expedite service for more customers now.

Enjoy low prices though prescription medicine prices are skyrocketing!
<http://JdUdf.Jw.medspills.com/
?KkdsfkjKLsdfHdsf23940kKkdfnKIOdmwjdjnsdfJBK>

827 sdi wjn skj wuh cisu hwemn jsdhf men ioiv kfjef ksjhf ksdjfh skfjn ju
isuwiwo idfiwogiwejdn s mseif | kjf

10111001 11010110 11001110 ...

10011101 10000010 11101110 ...

10111001 11010110 11001110 ..

. mmmm mmm 10011101 10000010 11101110 ...

eXpurgate DB
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- Dynamic, load-depending control of the e-mail flow

- In high load situations, e-mails from known
communication partners are fast tracked — "Frequent
Partner" list

- Avallability even in the case of an attack (DoS) or extreme
load peaks

- Unknown communication partners are temporarily
rejected

- Quick processing and reception of e-mails Is guaranteed

- The "Frequent Partner" list is dynamically and
automatically updated and extended
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enSurance

- No blacklisting

— Permanent blocking of "bad" IP addresses
— False Positives

— No reliable sources

— Slow & complex

- No greylisting

— This approach is outdated

— Delaying of legitimate e-mails

- No whitelist

— Does not tell you anything about the "type" of the e-mail

— whitelisting is extremely error-prone
— always incomplete
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- Protects the whole installation base

- Statistics can be performed across all eXpurgate
Installations and servers

- Supports loop protection and mail bomb protection
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- Categorisation of all incoming e-mails

- Important (individual) e-mails are distinguished from
lower-ranking messages (e.g. newsletters) and
unsolicited or even dangerous e-mails

- Spam recognition rate > 98,4%b

- Individual messages won't be wrongly classified as spam
(no "false positives')

- Detection of potentially dangerous e-mail contents or attachments

- Can be combined with virus scanning and
Virus Outbreak Detection

- After initial installation and configuration,
no further administrative effort is needed

- Little or no system load
- Suitable for enterprises of all sizes and large ISPs
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Thank you very much for your attention!

ellleven

eleven

E-MAIL-SICHERHEIT MADE IN GERMANY
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DEUTSCHLAND saur 0:1e BESTEN
AUTOS uno eraut nas BESTE BIER.
RATEN SIE MAL, WO DER BESTE

SPAM-F ILTER uercommr.

100 % PROFESSICNELLER E-MAIL-SCHUTZ — ZERC FALSE POSITIVES - www.eleven.de

E-MAIL-SICHERHEIT MADE IN GERMANY
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