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Improving our good old blacklistingImproving our good old blacklisting
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Blacklists build up IPBlacklists build up IP reputationreputation

Combining black- and whitelisting is probably the most effective 
antispam-mechanism

However, a high dependency on black-/whitelist providers exists

Union of the most important blacklists => 
only 19% of advertised IPv4 addresses can 
be judged concerning email reputation!

What can be said about blacklists?

Which blacklist(s) to choose?
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Intersections between blacklists (1/2)Intersections between blacklists (1/2)

Blacklists are similar to each other

Same data sources

Data exchange between blacklists

Same spammers are detected by many blacklists

Analysis of intersections

How much does blacklist A cover blacklist B?

What can be concluded?

B
A
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Intersections between blacklists (2/2)Intersections between blacklists (2/2)

Intersections between whitelists and blacklists are 
quite common.

Array with intersections:
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Intersections between blacklists (2/2)Intersections between blacklists (2/2)

But, a whitelist containing bogus ranges? 

Let‘s ask the operator of dnswl.org:
Seemed to be typos, I disabled the entries
now. By the way, all entries came from the
same import source. I will control the data
quality of this source more strictly.

Huh?!

Array with intersections:
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Intersections between blacklists (2/2)Intersections between blacklists (2/2)

A blacklist includes bogus ranges only rarely.

Array with intersections:
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Intersections between blacklists (2/2)Intersections between blacklists (2/2)

Spamhaus integrates the entire CBL to their XBL.

Array with intersections:
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Intersections between blacklists (2/2)Intersections between blacklists (2/2)

PBL.spamhaus.org covers many blacklists to a high 
degree.

Array with intersections:
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Regional views of blacklistsRegional views of blacklists

Assign blacklist entries to regional attributes, e.g.

Country

RIR

Autonomous System

...

Figure: Spamhaus’ PBL by country
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Regional views of blacklistsRegional views of blacklists

Figure: Spamhaus’ PBL by country
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Quality of a blacklist (1/2)Quality of a blacklist (1/2)

Two basic quality features can help to choose a good blacklist:
True Positive Rate (TPR)

=> How many emails were correctly tagged as spam?

=> TPR should be high, ideally 100%

=> Measure by the help of spamtraps (= dedicated spam)

False Positive Rate (FPR)

=> How many emails were falsely tagged as spam?

=> FPR should be quite low, ideally 0%

=> How can we get dedicated legitimate emails to measure FPRs?

=> Development of hamtrap (= dedicated ham)
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Draft of a hamtrap

- Moderated mailing lists
serve as data sources

- In this way, blacklists can be
checked against false
positives, using the emails
coming in from the lists.

Quality of a blacklist (2/2)Quality of a blacklist (2/2)
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ConclusionConclusion

Which blacklist(s) should I use?

Do my clients accept some false positives?

Do my clients tolerate many false negatives?

Check our website for performance indicators of blacklists

What can we conclude from regional views?

Europe does not have an entire clean slate

Providers should follow best practices to mitigate problems
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For more information...For more information...

Rely on our team of 8 members working in this area

Planning to create a website dedicated to blacklist research

We are looking for partners, so please contact us!

Extensive information and statistics will be available at:

http://dnsbl.if-is.net

http://dnsbl.if-is.net/
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Thank you for your attention!

Any questions?
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